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1. Purpose. This chapter sets forth the Minerals Management

Service (MMS) policies and responsibilities for the implementation

of the Federal Managers' Financial Integrity Act of 1982 (the Act)

and Office of Management and Budget (OMB) Circular No. A-123
1

(revised) (the Circular), "Internal Control Systems,“ dated
August 16, 1983, OMB Circular No. A-123 (revised) is included as
Appendix 1 to this chapter.

2. Objectives. The objective is to ensure implementation and
maintenance of effective internal controls as a primary method to

~prevent fraud, waste, and abuse. An additional objective is to
........... o~ e PO T | nAAavar~AnA
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encouraged, and enforced by all levels of management.

3. Authority.

A. Accounting and Auditing Act of 1950 (31 U.S.C. 3512).

e
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s
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D. Departmental Manual (340 DM Internal Control Systems).

4, Definitions. See Appendix 1.
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A. General, Organizational units will establish and main- .
tain effective systems of controls including management, program,
accounting, and administrative controls. These systems of
controls should constitute the full range of internal controls
necessary to protect and use Government resources ertlclencly dwu

effectively. All levels of management should ensure that adequa'te
controls are in n]:na to: qafnnnard resources; maintain the accu-
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racy of data; promote efficient management; and comply with
prescribed laws, regulations, and policies.

B. Control Environment., Each organlzatlonal unit should |
establish a control conscious environment. This environment |
should provide an atmosphere in which managers are aware of the |
need to establish systematic controls, monitor their applicatioﬁ,
and periodically review their effectiveness. The control env1rqn

:

ment should encourage employee awareness of the existence of

OPR: Branch of Evaluation
Internal Review Division
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iMdndgement (PFM). The Assistant Director has a further responsi+
'bility to assign an Internal Control Coordinator to perform the

‘day-to-day activities related to coordinating the establishment
;and maintenance of effective internal control systems for the

‘MMS.

: C. The Chief, Internal Review Division, through the Chief,
:Branch of Evaluation, is responsible for providing oversight of
‘the internal control review process in MMS. The Chief, Internail
'‘Review Division, has further responsibilities to ensure that
sufficient resources are provided to the Internal Control

fCoord1nator to enable the accomplishment of all coordination
requirements of the Act and the Circular.

internal controls and their individual responsibilities in the
development and implementation of internal controls.

C. Vulnerability Assessments, Internal Control Reviews and
Reporting, The MMS will conduct vulnerability assessments as
specified in the Circular for all identified components (organi-

= 1

zations, programs, functions, etc.). 1In addition, followup
assessments will be conducted at least biennially. Subsequently,
MMS will periodically conduct, on an ongoing basis, internal
control reviews of all components. MMS will also establish and
maintain a formal Corrective Action Tracklng System to record and
o~k A e~ LN PR |

CLAdCA L.)J.auucu corrective dL,LJ.UIlb and to mUll.Ll:Of re
relative to planned completion dates.
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6. Responsibilities.,

A, All Associate/Assistant Directors, the Chiefs of the
Offices of Congressional and Legislative Affairs and Minerals

AAAAAAA — PGP, [y N P TN Y I -
Management Information, and the Service Equal Upportunlty Managet
are responsible for establishing and maintaining adequate intern
controls in their areas of responsibility. Effective execution
n

i
trols requires coordination and cooperation from
all segments of MMS; management, program execution, or admlnlstra
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tive. Managers have a further responsibility to ensure compliance«

by specifying employee accountability through program objectlves,
goals, and performance standards,.

B. The Assistant Director for Program Review is responsible§
for establishing and maintaining policies and procedures to :
‘ensure that all requirements regarding internal controls contalned

'in the Act, the Circular, and the Departmental Manual are
,completed in an effective and efficient manner in accordance w1tm
.timeframes established by the Department s Office of Financial |
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D. The Internal Control Coordinator is responsible for
performlng day-to-day activities related to the establishment and
maintenance of effective internal control systems for the MMS.
Specific responsibilities include:

(1) Dev 1
tion programs, fu
internal control;
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eduling a vulnerability assessment for each compo-

nventory;
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(3) Ranking the results of the vulnerability assessments;

(4) Scheduling internal control reviews for each
component in the inventory;

5 Preparing and revising annually an Internal Control
an
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(6) Meeti

as-needed basis with tho
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to perform internal control reviews to assist them in understandi
what needs to be done, how the reviews should be conducted, and
how the required documentation should be compiled;

i nym.|“? I
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(7) Performing a quality assurance review on each assess—

ment and review conducted to ensure they are completed in

aoonrdannp with all establi shed gu1dellqADe %
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(8) Providing liaison with the PFM, auditors from the
General Accounting Office (GAO), and the Department's Office of
Inspector General (0OIG);

1 :
z (9) Preparing the annual statements required by the Act |
and the material weakness reports for the signature of the %
Director to the Assistant Secretary; |
i

t

| (10) Establishing and maintaining a formalized Corrective
Actlon Tracking System; and

E (11) Preparing an annual Summary Control Report nd
guarterly Component Control Report; see Minerals Man ageme

Service Manual (MMSM) 730.2.7C.

| E. Program Managers who direct or control resources are
responsible for:

_ \02 2y oo
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assuring that the system is modified, as appropriate, to assure

- (1) Establishing, maintaining, evaluating, improving, and
reporting on internal controls for their assigned areas;

(2) Completing internal control reviews for those program
and functional components in their assigned areas within the time-
frames established in the MMS Internal Control Review Plan. Thig
includes determining that: :

(a) 1Internal control systems are established in
accordance with standards prescribed by the Comptroller General
and that the systems provide reasonable assurance that the ob3ec~
tives of internal control, as described in the Circular and the |
Act, are met; and

(b) The system is functioning as prescribed or

proper functioning.
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é*&ﬁ;\ EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
. WASHINGTON, D.C. 20803
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TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS
SUBJECT: Internal Control Systems

1. Purpose. This Circular prescribes policies and standards
to be followed by executive departments and agencies in
establishing, maintaining, evaluating, improving, and
reporting on internal controls in their program and ad-
ministrative activities.

2. Rescission. This revision replaces Circular No. A-123,
“Internal Control Systems," dated October 28, 1981. Y

3. Background. The Accounting and Auditing Act of 1950 re-
quires the head of each department and agency to estab-
lish and maintain- adequate systems of internal control.
Office of Management and- Budget (OMB) Circular A-123,
issued in October 1981, promulgated internal control
standards and a system of agency responsibilities and re-
quirements to address the numerous instances of fraud,
waste, and abuse of Government resources and mismanage-
ment of Government programs resulting from weaknesses in
internal controls or breakdowns in compliance with inter-
nal controls..

The Federal Managers' Financial Integrity Act, P.L.
897-255, (hereafter referred to as the Act), amended the
Accounting and Auditing Act of 1950. The Act's require-
ments and objectives are basically the same as the origi-
nal Circular's, except that the internal accounting and
administrative control standards.are to be prescribed by
the Comptroller General; annual evaluations are to be

ternal accounting and administrative control, in accord-
ance with guidelines established for such evaluations by
the Director of the Office of Management and Budget; and
an annual statement is to be submitted by the head of :
each executive agency to the President and the Congress
on the status of the agency's system of internal control.
The guidelines, entitled "Guidelines for the Evaluation
and Improvement of and Reporting on Internal Control
Systems in the Pederal Government" were issued in
December 1982.

In addition to the requiresments of the Act, 31 U.S.C.
1514 requires that agency systems for the control of
funds be approved by the Director of OMB. These re-
quirements are prescribed by Circular A-34, "Budget

Execution.”

) . . e
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Policy. Agencies shall maintain effective systems of
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management shall involve themselves in assuring the ade-
quacy of controls. New programs shall incorporate effec-
tive systems of internal control. All systems shall be
evaluated on an ongoing basis, and weaknesses, when
detected, shall be promptly corrected. Reports shall be
e A e = des

issued, as required, on internal control activities and
the results of evaluations.
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a. Agency -- any department or in
in the executive branch.

b. Agency Component -~ a major organization, program or
functional subdivision of an agency having one or more

separate systems of internal‘control.

Control Objective -- a desired goal or conditioen for

specific event cycle that reflects the application of
he overall objectives of internal control to that speci-
ir svcla, 71

dwase 7 a
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Internal Control -- the plan of organization and

hode and nrocedurees adonted bhv mananement to nrnv{dh
oC G procecures aGopliel Oy fanagenenc provace

*
reasonable assurance that obligations and costs are in
compliance with applicable law; funds, property, and

Athar accabe oafanitavrdad a~naine waota 1aee HA-
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authorized use, or misappropriation; and revenues and
expenditures dpplicable to agency operations are proper-
ly recorded and accounted for to permit the preparation
of accounts and reliable financial and statistical re-
ports and to maintain accountability over the assets.

/1 Control objectives are not absolutes. Since the
achievement of control’ ob;octives can be and is affected
Dy such factors as Duuge\'. constraints, statutory and Teg-
ulatory restrictions, staff limitations, and cost-benefit
consideratlons. the lack of achievement of control objec-

tives does not necessarily represent a defect or defi-
ciency in internal control requiring correction. Such
limiting factors need to be considered in determining
whether there is reasonable assurance the control objec-
tives are being achieved.

W ¥ —
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MMSM 730.1
Appendix 1
(Continued)

e. Internal Control Documentation -- written policles.
organlzatlon charts, pfﬁééuurax wr;ne-ups, maﬁua;u, momo—
randa, flow charts, decision tables, completed guestion-

naires, software, and related written materials used to

cescrloe the internal control metnoos and measures, to
communicate responsibilities and authorities for opera-
ting such methods and measures, and to serve as a refer-
ence for persons reviewing the internal controls and
their functioning.

Internal Control Guidelines ~- the guidelines issued
OMB in December 1982, entitled “Guidelines for the
aluation and Improvement of and Reporting on Internal
Controi Systems in the Federal Government®.

C’ "
s.< .

g. Internal Control Review -- a detailed examination of
a system of internal control to determine whether ade-~
guate control measures exist and are implemented to pre-

vent or detect the occurrence of potent1a1 risks in a
cost effective manner.

h. Internal Control Standards -~ the standards issued by

the Comptroller General on -June 1, 1983, for use in
establishing and ma:qrarnrng eyqf-mn of internal control.

calsalr iy G & al

These are applicable to all operations and administrative
functions but are not intended to limit or interfere with
duly granted authcrity related to develcpment of legisla-

tion, rulemaking, or other discretionary policymaking in
an agency.

. Internal Control System -- the sum of the organiza-

-

j. Internal Control Technigue -—- processes and documents
that are being relied on to efficiently and effectively

° accomplish an internal control objective and thus help
safeguard an activity from waste, loss, unauthorized use,

or misappropriation.

k. Material Weakness -- a situation in which the design-
ed procedures or degree of operational compliianceé there-
with does not provide reasonable assurance that the ob-
jectives of internal control specified in the Act are
being accomplished.

Date: October 28, 1985 (Release No. 77) \'\"\\D 2.0, Page 7
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1. Vulnerability Assessm ent -- a review of the suscepti-

bility of a program or function to waste, loss, unauthor-
ized use, or misappropriation.

Responsibility. The head of each agency is responsible
for ensuring that the design, installation, evaluation,
and improvement of internal controls, and issuance of re-

ports on the agency's internal control systems are in ac-
cordance with the requirements of the Act and the guid-

ance contained in the Internal Control Guidelines. Des-

ignated internal control officials and heads of organiza-
tional units within agencies have responsibilities for

ensuring the performance of necessary internal control

evaluations and providing assurances to the agency head.
These responsibilities are described in paragraphs 6b and
c. The Lllayc\,LuL chcnul, or eqdi‘v'ulcut iu ageﬂcies
without an Inspector General, has a limited responsibil-
ity in tegard to internal controls, as explained in

yutagrapn DU.

a. Agency heads are responsible for estab11sh1ng and
maiﬁtaiﬁlﬁg the system of internal control within their
agencies. This includes determining that the system is
established in accordance with the standatds prescribed
by the Comptroiler General and that it pfbViues reason-
able assurance that the objectives of internal control,
as described in paragraph 7, are met. It also includes
Oetetmlnlng that the system is functioning as prescribed
and is modified, as appropriate, for changes in condi-

tions.

b. A designated senior official shall be responsible for

coordxnat1ng the overall agency-wide effort of evaluat-

ing, improving and reporting on internal control systems
in accordance with the Internal Control Guidelines. This

responsibility includes providing assurance to the agency
head that those processes were conducted in a thorough

and conscientiocus manner.
ang€ ConscientiCus manner.

Heads of organizational units are responsible for the

C.
system of internal control in their units. This respon-

sibility includes providing to the agency head assurance
that he or she is cognizant of the importance of internal

controls; has chLu;mcd the evaluation process in accord-

ance with the Internal Control Guidelines and in a con-
scientious manner; and belisves the objectives of inter-
nal control are being complied with in his or her area of

responsibility within prescribed limits.

October 28, 1985 (Release No. 77)\%‘\\ 200"
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MMSM 730.1
Appendix 1
(Continued)

d. The Inspector General (IG), or the senior audit
official where there is no Inspector General, {is
encouraged to provide technical assistance in the,agency
effort to evaluate and improve internal controls. This
would be in addition to the reviews of internal control
documentation and systems, undertaken at the IG's
initiative or at the request of the agency head, and the

reports issued as a result of these reviews,

e. .In addition, the IG may advise the agency head
whether the agency's internal control evaluation process
has been conducted in accordance with the Internal Con-
trol Guidelines. Performing the limited review required
to provide such advice should not be interpreted to pre-
clude the IG from providing technical assistance in the
agency effort to evaluate and improve internal controls,
or otherwise limit the authority of the IG. The extent
of IG involvement in the agency's internal control evalu-
ation, improvement and reporting process should be
coordinated among the agency head, IG, and the designated

internal control offxcialﬂ

7. Objectives of Internal Control. The objectives of inter-
nal control, as specified in the Act, are to provide man-
agement with reasonable assurance that:

a. Obligations and costs comply with applicable law.

b. Assets are safeguarded against waste, loss, unauthor-
ized use, and misappropriation.

¢. Revenues and expenditures applicable to agency opera-

tions are recorded and accounted for properly so that
accounts and reliable financial and statistical reports
may be prepared and accountability of the assets may be
maintained.

rogram

The obiective
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8. Internal Control Standards. An agency's or agency compo--
nent's system of internal control shall be established
and maintained in accordance with the standards pre-
scribed by the Comptroller General as presented below.

OMB commentary on selected standards is contained in the
bracketed paragraphs.

Date: October 28, 1985 (Release No. 77) \( L A2~ Page 9
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General Standards

1. Reasonable Assura_gg. Internal control systems
are to provide reasonahle assurance that the objec—
tives of the systems will be accomplished.

{This standard recognizes that the cost of internal

: .
control should not exceed the benefits derived there-

from and that the benefits consist of reductions in
the risks of failing to achieve the stated control

ohisctivace ‘
ebjectives.

Supportive Attitude. Managers and employees are

and damAancébvadba Aansldedon amd aiicamas & deaan

ill ainiu uTiuvnisLiale ﬂ pPYSLILAVE CIIU aupyuxp;vc
toward internal controls at all times.

ersonnel. Managers and employees are
[ 1 and professional integrity and are
to maintain a level of c0mpetence that allows them to
accomplish their assigned duties, as well as under-
stand the importance of developing and implementing
good internal controls.

4. Control Objectives. Internal control objectives
are to be identified or developed for each agency
activity and are to be logical, applicable, and
reasonably complete. :

5. Control Techniques. Internal control techniques
are to be effective and efficient in accamplishing
their internal control objectives.

>

{Internal control techniacues are to be desia

ia o
.......... rol techniques igne o
and operated in all agency programs and administra-
tive activities in order to accomplish the control
nhu:nf ives consistentlv,

TLLaVES LLRSaSITaNaY

——

Specific Standards

1. Documentation. 1Internal control systems and all
transactions and other significant events are to be

clearly documented, and the documentation is to bs

readily available for examination.

2. Recording of Transactions and Events. Transac-
tions and other significant events are to be promptly
recorded and properly classified.

Date: October 28, 1985 (Release No. 77) \D | 207 Pese
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3. Execution of Transactions and Events. Transac-
tions and other signifirant events are to be author-
anAd avamrantad o~ e o

-
ized and executed Ull.l’ ux PeETrsSOns act

scope of their authority.

2

[Independent evidence is to be maintained that
authorizations are issued by persons acting within
the scope of their authority and that the transac-
tions conform with the terms of the authorizations.]

4. Separation of Duties. Key duties and rasponal-
bilities in authorizing, processing, recording, and
reviewing transactions should be separated among

individuals.

{Key duties such as authorizing, approving, and re-
cording transactions, issuing or receiving assets,
making payments, and reviewing or auditing are to be
assigned to separate individuals to minimize the risk
of loss to the government. Internal control depends
largely on the reduced opportunities tc make and con-
ceal errors or to engage in or conceal {irregulari-
ties. This, in turn depends on the assignment of
work so that no one individual controls all phases of
an activity or transaction, thereby creating a situa-

tion that permits errors or itrogularitiea to go un-
detected. ]

5. Supervision. Qualified and continuous supervi-
sion is to be provided to ensure that internal con-
trol obiactiveg are achiaved,

=L2Va LLSjTLRAVES S ilaTyY VU

[Qualified and continuous supervision also {s to en-

gure that approved procedures ars followsd. Lines cof
personal responsibility and accountability are to be
. clearly established.])

6. Access to and Accountability for Resourceu.
Access to resources and recoras {s to be IIEI ed to

- camm ndY 2aoa
authorized individusls, and accountability for the

custody and use of resources is to be assigned and
maintained. Periodic comparison shall be made of the
resourcés with the rscorded asccountability to dester—
mine whether the two agree. The freqguency of the

comparison shall be a function of the vulnerability

of the asset.

Date: October 28, 1985 (Release No. 77) \‘b\ ~ N\ A~~~ Page 11
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Audit Resolution Standard

[ ]

1. Prompt Resolution of Audit Findings. Managers
are to (1) promptly evaluate findings and recommenda-
tions eported by auditors, (2) determine proper
actions in response to audit findings and recommenda-
tions, and (3) complete, within established time

frames, all actions that correct or otherwise resolve
" the matters brought to management's attention. )

9. Requirements for Agency Internal Control Directive. Each
agency shall update its internal control directive which

will at a mimimiense
W iliaiop o i l‘lll‘.ll.

a. Establish specific responsibilities for seeing that

agency internal control systems are developed (where they

do not exist), maintained, evaluated, improved as neces-
sary, and teported upon in accordance with the Internal

P PN
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b. Provide for coordination among the designated inter-
nal control official, heads of organizational units, pro=
gram managers, and technical staffs, including the Office
of Inspector General or its equivalent in agencies vith—

out an Inspector General, in matters concerning internal
control.

c. Assign responsibility for internal control to appro-
priate levels of management in each agency component and
establish administrative procedures to enforce the in-
tended functioning of internal controls. These procedures
should reqguire performance agreements for each Senior

Executive Service and Merit Pay or equivalent employee
with significant management responsibility to incliude
fulfillment of assigned internal (i.e.. management) cen-

* trol responsxbilities. notations in performance apptals-
als for positive accomplishments related to internal

controls; appropriate disciplinary action for violations

of internal controls; and timely correction of internal
control weaknesses, however identified.

d. Require each internal control system to meet the
standards of internal control described in paragraph 8.

Date: October 28, 1985 (Release No. 77) \C ) ™~~~ Page 12
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MMSM 730.1
Appendix 1
(Continued)

e. Provide for an ongoing program of vulnerability as-
sessments covering all agency components and assessable
units. Assessments shall be accomplished as frequen-
tly as circumstances warrant. Agencies shall assure the
evaluation of each assessable unit at least once every
two years.

f. Provide for internal control reviews, audits, in-
creased or improved monitoring procedures or other’
processes on an ongoing basis to determine whether the
controls are operating as intended and are effective.
These reviews or other actions should identify internal
controls that need to be strengthened or streamlined.
The timing of the reviews or other actions shall be de-
termined based upon the results of the vulnerability
assessments, management priorities, resource availabil-
ity, and other management initiatives planned or under-
way.

Follow—-up Actions. The recommendations resulting from -

vulnerability assessments and internal control reviews
should be considered by management on a timely basis and
appropriate corrective actions should be taken as prompt-
ly as possible: A formal follow-up system should be
established that records and tracks recommendations and
projected action dates, and monitors whether the changes
are made as scheduled. The existing audit follow-up
system maintained by the designated agency follow-up
official could be used for this purpose.

Specific Internal Control Guides. Models and other’

guidelines for internal controls for specialized aspects
of agency operations will be developed from time to time
and issued separately to aid agencies in desxgning
specific internal control systems.

Reporting. By December 31, 1983, and by each succeeding
December 31, the head of each executive agency subject to
P.L. 97-255 (31 U.S.C. 3512) shall submit a statement to
the President and to the Congress stating whether the
evaluation of internal controls was conducted in accord-
ance with the Internal Control Guidelines, stating
whether the agency's system of internal accounting and
administrative control complies with the Comptroller
General's standards and provides reasonable assurance

Date: October 28, 1985 (Release No. 77) VQ$~D ’)—C>CSZ;7 Page

13



MMSM 730.1
Annendix 1
Appendix 1
(Continued)

that obligations and costs are in accordance with applic-
able law; funds, property, and other assets are safe-
guarded; and revenues and expenditures are properly re-
corded and permit the preparation of reliable financial
and statistical reports; reporting the material weak-
nesses, if any, in the agency's system of 1nterna1 con-
trol, however identified; and containing a plan for cor-

recting any weaknesses. Procedures to be followed in

preparing this report are contained in the Internal
Control Guidelines.

Agencies are also required td submit information to OMB
on the progress made in evaluating and improving inter-
nal controls as part of the Reform '88 Tracking System.

13. Effective Date. This Circular is effective on publica-
tion.
14. 1Inguiries. All questions or inquiries should be ad-

dressed to the Finance and Accounting Division, Office of
Management and Budget, telephone number 202/395-3122.

15. Sunset Review Date. This Circular shall have an inde-
pendent polxcy review to ascertain its effectiveness
three years from the date of issuance.

e

; 4 &
it A S lortomeny

David A. Stockman
Director
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DEPARTMENT OF THE INTERIOR

MINERALS MANAGEMENT SERVICE MANUAL

Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2.1

1. Purpose. This chapter provides direction and guidance to
employees for:

A. The standards of internal controls to be used;

The 11d(—>11npe. to be followed np
e

. i
y assess ments and internal control r

D. The reporting system to be used in the implementation
of Office of Management and Budget (OMB) Circular No. A-123
(revised) (the Circular).

E. This chapter also incorporates, by reference, relevant
guidelines issued by OMB, the General Accounting Office (GAO),
and the Office of Financial Management (PFM).

o} ™~ £

1ition

[

Lo el S.

A. General. Most of the terms used in this chapter (such
as internal controls, vulnerability assessments, risks, abuse,
fraud, and waste) are defined in the Circular or in relevant

guidelines issued by OMB, GAO, OIG, or PFM.

B. Bureau Component is a major organization, program, or
functional subdivision requiring one or more separate systems
internal control to:

(1) safeguard resources;

; (2) Assure the accuracy and reliability of timely
! reports and information;

(3) As

s adherence to applicable laws, regulations,
policies and pro

e
dures; and

=~ L
OL

i
1

! C. Internal Control Coordinator is the official designated .
: to coordinate and tac111tate compllance with the Circular as set
. forth in relevant guidance issued by OMB, GAO, 0OIG, and PFM. ,

. OPR: Branch of Evaluation
| Internal Review Division

| AE D o n
i Office of Program

R
“Date: October 28, 1985 (Re
B




MINERALS MANAGEMENT SERVICE MANUAL
Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2.3

3. Standards of Internal Control.

A, Internal Control Standards. Internal control standards

consist of general standards and specific standards. They are

employed in conducting vulnerability assessments and conducting
internal control reviews When T\I"(‘\Y\OY‘1‘I annlied thoca

it lila: CONLIOQVL LACViITWHWS,. FRAiT il L UpT L Ay QPP+ iTuUy CiIT OT

standards will assist managers in determining the adequacy of
management controls in place. These standards are listed in the
Circular. More detailed explanations of the internal control
standards are contained in the Comptroller General's "Standards
for Internal Control in the Federal Government,® dated

10917
June 1, 1983.

(1) General standards refer to the overall aspects of
the process which are considered essential to successful appli-
cation of specific controls. General standards include:

(a) Establishing reasonable assurance that the
objectives of the internal control system are accomplished;

\ 2/ 1A 22 2

internal controls;

(b) Maintaining a supportive att

(c) Maintaining competent personnel;

(d) 1Identifying or developing internal control
objectives; and

(e) Specifying effective internal control
techniques.

(2) Spe01f1c standards refer to the essential technlques
necessary to provide reasonable assurance that the internal
control obje tives will be achieved. Specific standards refer to:

(a) Documentation; :

(b) Recording of transactions and events;
(c) Execution of transactions and events;

(d) Separation of duties;

(e) Adequate supervision; and

(f£) Access to and accountability for resources.

Date: October 28, 1985 (Release,No. 77) \&S LOOIZ]  rage 2
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B. Control Standard Modification. Control standards for

specific components should be tailored to fit the unique

c1rcumstances represented by the program or functional

this reason, the standards
)
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Drescrlbed in the Clrcular and those conta
Comptroller General's "Standards For Internal ‘Control in the
Federal Government," dated June 1, 1983.
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al PFM guidance. The Department ha stabllshed a
-year cycle starting with each even-numbered year and ending
with each odd-numbered year. The even-numbered years are

designated as the years in which vulnerability assessments will

normally be conducted. 1In addition, followup assessments are
to be conducted at leasc Dlennlally. Based on the results of
o)
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(1) TIdentify and maintain an accurate inventory of all

components;
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I (3) Conduct and properly document vulnerability
assessments, as prescrlbed by PFM, and prepare a Component
'Inventory, Vulnerability Assessment Results, and Internal
'Control Review Plan. The completed Component Inventory,
;Vulnerability Assessment Results, and Internal Control Review
1 be approvea by the Director and tne Assistant
y l - .
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B. Developing Vulnerability Assessments. Three steps ar

e

irequired: analysis of the general control environment; analysis:

:of inherent risk; and a preliminary evaluation of safeguards.
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DEPARTMENT OF THE INTERIOR
MINERALS MANAGEMENT SERVICE MANUAL

' potential for wast

Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems ~730.2.4B(1)
analyzing the general control environment is to determine if
management's attitude is conducive to a strong internal control
system. Since the control environment is an indication of manage-
ment's control consciousness, it could have a major impact on the
effectiveness of internal controls. The major factors that

influence the general control environment are organization; dele-
gation of authority; policies and procedures; personnel; planning,
programming, and budgeting; and reporting and monitoring. A
subjective analysis of the adequacy of these factors will lead
the reviewer to a conclusion on the general control environment..

(2) Analysis of Inherent Risk. Risk is a type of
unwanted occurrence such as loss, error, fraud, or mismanagement

that might occur because 1nternal controls are not adopted or
implemented. Inherent risk, as defined by OMB's "Guidelines
for the Evaluation and Improvement of and Reporting on Internal
Control Systems in the Federal Government," is "the inherent

e, loss, unauthorized use, or mlsapprOprlatlon
. due to the nature of an activity itself." The purpose of
" analyzing the inherent risk is to get an indication of the scope
of the component and the degree of control necessary to prevent =
~or reduce the inherent risk. The major factors that affect the <
inherent risk of a component are size of budget; life of LI

component; component administration; results of audits and other =
studies, responsiveness to recommendations; component's impact =

~outside the Department; and special concerns. The ana1y31s of =
. inherent risk is more objective than the analysis of the general =
~antrAal anulrAanmand
w2 LWL VL 11V L L \JIIIUNCT LI L

i

!

(3) Preliminary Evaluation of Safeguards. This step
calls for a subjective evaluation of the existence and adequacy
of controls. The evaluator must exercise professional judgment
based on his/her knowledge and experience with the component, In
reaching judgment, the evaluator is expected to consider what

n control standards are necessary to effect the proper l
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(4) Documentation. The MMS will repare a
sufficient documentation to evidence the basis for the results
and conclusions reached on vulnerability assessments. The MMS
will use the documentation process outlined by PFM in applying
numerical ranking criteria to the analysis factors evaluated in

"D

~ Pa

a component, Where the vulnerability assessment numerical

ranking for a component is "medium" or "low" and MMS management

is aware of specific circumstances such as audit findings that |
; |
: |
! ;

;
i 5
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DEPARTMENT OF THE INTERIOR

MINERALS MANAGEMENT SERVICE MANUAL

Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2.4B(4)

could alter the ranking, MMS approval officials must exercise an
override prerogative and rank the component vulnerability assess-
ment at the appropriate level called for by the circumstance.

[~

-~

®

. .
suidelines for Conducting Internal

A. General. An effective review of internal controls begins
with the recognition of the responsibilities and characteristics
of each component. The focus must, therefore, be on management' S
responsibility to provide reasonable assurances that:

- P I IR L T

~ s 3 ~aTRT e S IR
igati nd costs are in compliance with appli-

i1ga tions an

{
\
cable law

(2) Funds, property, and other assets are safequarded
against waste, loss, unauthorized use, or misappropriation; and

(3) Revenues and expend1ture ppllcable to operatlons

_______ P £ a

i1l per10d1 ally evalu te thelr
.internal control systems to assure that their responsibilities
are being adequately met. Management officials are also requ1red
to involve reglonal office officials in conductlng internal

control reviews where the program is primarily executed in a
field location.

; B. Review Plans, After completing the vulnerability
.assessment process, internal control reviews must be planned and
iconducted as part of a continuous cycle. An Internal Control

‘Review Plan must be prepared annually, as prescribed by PFM, to

;cover all internal control reviews anticipated during each !
icalendar year. Normally, such plans will be completed biennially
\as a part of the vulnerability process with review plan updates ;
‘for the intervening calendar years. These plans will be forward
py of the approved

nto the Assistant Secretary for approval. A co
plans will then be forwarded to OIG and PFM

i C. Evaluation Process. The OMB has issued its guidelines to |
agencies for use in performing internal control reviews. The |
Quidelines are entitled "Guidelines for the Evaluation and i
Improvement of and Reporting on Internal Control Systems in the |
\Federal Government." As a supplement to the OMB guidelines, PFM
l1ssued a departmental guideline entitled "Guideline for

"

jConductlng Internal Control Reviews" as a "how to" handbook to

. S e e e 2 e e R — o
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DEPARTMENT OF THE INTERIOR

MINERALS MANAGEMENT SERVICE MANUAL

Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2,5C

Bureaus and offices in conducting and reporting on program and
administrative components. This guideline must be followed by
bureaus and offices in defining internal control systems and

conducting and documenting internal control reviews. The MMS
llow b departmental handbook in conducting i

P
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D. Quality Assurance. The MMS will establish and maintain
a built-in quality assurance process to ensure that internal
control systems are properly defined, internal control reviews
are properly performed, and the results accurately reported.
This means that event cycles, control objectives, and control
‘techniques must be established and documented for each component :
evaluated. No internal control review is considered complete
without a determination of the risks for its established control
objectives and the related control techniques. For each component
evaluated, control tests are both essential and imperative in ‘
the quallty assurance process to determine whether the internal

’ cogecner with its control tecnnlques,

TmbtanAAA “ﬂlﬁl——- Are e~~~

as intended to minimize associated
g the stated component control obhiectives
(o]

accomplishing the stated com ponent control objectives,
e nd1v1dua1 a551gned to perform an internal control review is’
responsible for obtaining his/her supervisor's concurrence in :
the work performed prior to forwarding the required worksheets
and reports to the Internal Control Coordinator. The Internal

Control Coordinator will be responsible for performlng a quallty

anm~ra raulsay £nr -~

assurance review for each internal control review to ensure that
it is completed in accordance with the departmental "Guideline
for Conducting Internal Control Reviews." The quality assurance

review will include:

! (1) Reviewing the Worksheet for Analysis of General
:Control Environment (Illustration 1) to ensure it is complete
‘and documentation exists to support the responses to the

‘questlons,

| (2) Reviewing the Internal Control Review Worksheet for
'Documentatlon of Event Cycles, Control ObJectlves, and Control
‘Techniques (Illustration 2) to ensure it is complete, the event
cycles are loglcal, the control objectives are realistic, and
cne control techniques are adequate;
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(4) Ensuring that evidence is contained in the ‘ g
documentatlon indicating that the control systems were tested; and

i
1
!
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DEPARTMENT OF THE INTERIOR
MINERALS MANAGEMENT SERVICE MANUAL
Program Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2,.5D(5)
(5) Ensuring that sufficient documentation exists to
facilitate a subsequent review of the process by GAO or OIG.

E. Resolution of Conflicts. 1In the event that the Internal
Control Coordinator takes exception to any aspect of the internal
contrel review and is unable to reach agreement with the reviewer
on the issue, he/she will bring it to the attention of the appro-
priate Associate/Assistant Director, through the Office of the
Chief, Internal Review Division, for resolution. :
6. Guidelines for Conducting Accounting System Reviews.

A. General. Section 4 of the Act requires a separate annual
report on whether Agencies' accounting systems conform to the i
principles; standards, and related requirements prescribed by the
Comptroller General.

B. Evaluation Process. The Department and OMB require annual

evaluations of all Bureau ‘accounting systems each fiscal year and

a report on the results of such evaluations to the respon51b1e

‘I

Assistant Secretary with a copy to the OIG and PFM within 30 days
after completion or after the end of the fiscal year for which the
systems were evaluated, whichever comes first, The GAO has
prepared a questionnaire for reviewing systems to be used in
performing accounting system compliance reviews (Illustration 3).
The questionnaire's objective is to determine whether accountlng

systems conform to the principles, standards, and related requlre—

ments prescrlbed by the Comptroller General
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DEPARTMENT OF THE INTERIOR
MINERALS MANAGEMENT SERVICE MANUAL

rrogram Series Part 730 Internal Control Systems
Standards, Guidelines,
Chapter 2 and Reporting Systems 730.2.7A

.15th calendar day after the end of each quarter. Each respon-

including, where appropriate, related plans and schedules for
correcting internal control weaknesses. These statements and
reports, in turn, form the basis for the annual departmental

statement/report to OMB, the President, and the Congress,

B. Followup Requirements. In accordance with requirements
outlined in the Circular, MMS will establish and maintain a
formal followup system to:

(1) Record and track planned corrective actions; and

(2) Monitor related progress against planned completion
dates. This system should facilitate the discharge of management
responsibilities associated with correcting internal control
weaknesses identified in internal control reviews. This system
is based on guidance from PFM and will be known as the Corrective
Action Tracking System. The Internal Control Coordinator will

maintain the system which will generate two reports, a Summary

Control Report and a Component Control Report, for use by MMS
management and PFM,

(3) The Summary Control Report will represent a summary

ilisting of all components for which internal control weaknesses
have been identified. The Component Control Report will be

prepared for each component identified on the Summary Control
Report. The Summary Control Report will be updated annually.

. (4) The Component Control Report will be updated on a
quarterly basis with quarterly reports provided to OFM by the

sible component manager will submit control report update infor-
mation for components under his/her jurisdiction to the Internal
Control Coordinator by the fifth calendar day after the end of a
calendar quarter. This updated information may be provided on
ithe appropriate pages of the existing control report. The
control reports will then be officially updated by the Internal
‘Control Coordinator. i
i

C. Reporting Requirements. The MMS will prepare the
follow1ng reports and forward them to PFM according to the time-
frames established by PFM,

i (1) Component Inventory, Vulnerability Assessment
Results, and Internal Control Review Plan. This report contains
an inventory of components, indicates the results of prior and

i

. - e
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current assessment ratings, and includes a schedule of detailed
internal control reviews of appropriate components
(Illustration 4),

(2) Vulnerability Assessment for individual components
(Illustration 5).

(3) Annual Internal Control Review Report. This report .
contains a list of identified control weaknesses and planned

corrective actions for each component reviewed (Illustration 6).

current fiscal year,

(4) Internal Control Review Report on Material
Weaknesses. The OMB states that material weaknesses included in
these reports should be matters that would be of significance to
the Secretary of the Interior. 1In determining how to apply the

materiality criteria, MMS must consider all the weaknesses
reported from internal control reviews conducted during the :
In addition, MMS must consider all OIG and:

‘GAO audit findings issued or recommendations implemented durlng
1

the current fiscal year and the results of any internal reviews
or studies completed during the current fiscal year
‘(Illustration 7).

(5) Annual FMFIA Accounting System Review Report. This

report contains a list of identified exceptions to the applicable
Comptroller General principles, standards, and related require-

Vet ok ol aVal - emde & R T

ments, and planned corrective actions for each exception

.(Illustration 8),

(6) Summary Control Report. This report contains a

llstlng of all MMS components which contain internal control

‘weaknesses (Illustration 9).

(7) Component Control Report. This report is generated
by the formal followup system and tracks planned corrective ;
actions identified in the Internal Control Review Reports until |
they are implemented (Illustration 10). |
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Illustration 3
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SECTION 1I. APPLICABLE PRINCIPLES AND STANDAADS FROM GAO REVISZD TITLE 2

i.

STANDARDS

Accounts Payable (AlQ)

1.1

1.2

1.3

Accounts paysble for goods and services shall be recorded as a
liadbility when the goods are received.

ATTRIBUTES: °

~~Receiving reports are completed and forwarded proamptly.
--Evideace shows no significant delays in recording payables.
Under appropriste circumstances services performed by employees,
contractors, grantees, and lessors shall be considered as accouats
payable. -

ATTRIBUTES:

-=Items manufsactured to the Goverument's specifications, including
contract retentions, are recorded as payables, based on requests
for progress payments or reasonable estimates of unbilled
performance.

Amounts oved at the end of an accounting period for which no
further performsnce by payees is required (such as annuities,
iasurance premiums, cash grants) shall de recorded as accounts
payable.

ATTRIBUTES:

--Determination is made that payment is probable and amount
estimable.

Accounts payable shall be recorded for amounts received in advance
(received but not yet earned).

'ATTRIBUTES:

--Procedures exist for recording advance receipts as liabilities.
Monetary credits issued as coapensation for property or services
received from non-Federal entities shall report a liability equal
to the value of the monetary credit. .

ATTRIBUTES:

-~Procedures exist and are documented for issuances of monetary
credits.

Acquisition Cost of Assets (A20)

2.1

2.2

ATTRIBUTES:

All assets acquired shall be recorded at full cost, includjing
amounts paid to acquire them, such as transportation, instdllation
and other costs required to place an asset in service.

--Actual documents show that values capitalized include all
elements.

Acquisition cost is to be recorded net of purchase discounts taken.
Discounts lost and late payment penalties should not be included in
asset costs, but instead should be recognized as operating
expenses.

ATTRIBUTES:

--Procedures are up-to-date.

-~Sampliag shows classification to proper GL and cost accounts.

Date: October 28, 1985 (Release No. 77) . :- \(EA 'Zﬁ)c&gj Page 12
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DEPARTMENT O
VULNERABILI

Factors
Analysis of the General Control Eavironment

Organization

Delegation of Authority

Policies and Procedures

Personnel

Planning, Programming, snd Budgeting
Reporting and Monitoring
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Subtotal - Analysis of the General Control Environment

Analysis of Inherent Risk

Size of Budget

Life of Component

Component Administratioa

Results of Audits and Other Studies
Responsiveness to Recoumendations
Component's Impact Qutside the Department
Special Concerns '
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.

Subtotal - Analysis of Inherent Risk
Preliminary Evaluation of Safeguards

Total Numerical Ranking

Overall Vulnerability Assessment: High Medium

Estimated Time Spent Performing Vulnerability Assessment:

Evaluator - Date
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Approver

Internal Control Coordinator Date
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